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Introduction

~
Research aimed at improving the reliability of computer

systems has been performed almost independently by a number
of disciplines in the past. As a result, different modeling
methods, nomenclature, and perspectives have evolved within
the various sub-disciplines. More significantly, optimum f
tradeoffs are not achieved during the design process. This

research effort pulls together results and methodology from

fault-tolerant architecture and fault-tolerant software to
determine the effect of including software realities in sys-
tem structural design decisions for reliability enhancement
purposes. Specifically, projected software error rate data
is incorporated in an analysis of fault-tolerant computer
architectures assuming that multiple version software is a-
vailable. Petri net-like models are investigated as a tool
for performing integrated hardware/software system reliabil-

ity and performance studies.

Objectives

Since software does not fail in the same manner as hard-
ware, it is difficult to make reasonable tradeoffs between
hardware fault tolerance and software reliability. Since

software faults are due to design and implementation errors, .

and not to equipment breakdown, an accepted measure of soft-

ware reliability has not evolved [1, 2, 3]. A considerable




amount of empirical data is available [2, 4, 5, 6], however,
which quantifies error rates which have been recorded in
existing systems. Based on this data, it is possible to make
some reasonable error rate predictions for software developed
under known conditions. A range for the expected value of
error rate, therefore, can be determined prior to the develop-
ment of a software system.

A number of fault tolerant computer architectures claim
very high reliability figures with failure probabilities as
low as 102 per hour [7, 8]. Such figures are clearly out of
line with those obtained for software error rates and there-
fore, represent a false measure of overall system reliability.

Robert Bernhard (9) identifies software as the key prob-
lem in achieving a 'no-downtime' avionic computer which does
not reduce the overall reliability of the aircraft. Up to
100,000 lines of code are needed for avionics, and the Fault-
Tolerant Multiprocessor, Software Implemented Fault Tolerance,
and other ultrareliable avionic computer designs assume that
no bugs are present in the software. A close analysis of the

level of software quality which is achievable is warranted.

Integrated Hardware/Software Reliability Model

Several ultrareliable avionic computer architectures
are currently under development. Of special interest are the
FTMP (8), SIFT (7), and FTSC (12). A careful look at these
computer architectures shows that each is designed to prevent

hardware failures from causing a system failure, but neither




directly provides for software redundancy (13). Since either
a system hardware failure or a system software failure results
in a system failure, it is apparent that from a total system
reliability analysis viewpoint, the hardware and software are
in series for these systems. Either a hardware or a software
failure will cause a system failure. The design specifica-
tions for these systems provide a hardware failure rate of
1()“9 per hour and assumes perfect software. Accordingly, the

corresponding system reliability graph is shown below.

System llardware System Software
Reliability Reliability
_ -9 =
R(t) = 1-10 R(t) =1
The question which is immediately raisel here is: '"Is

R(t) = 1 achievable for approximately 100,000 lines of avi-
onic system software, and if not, what is achievable?"
Although software does not '"fail" in the sense of hard-
ware breakage or malfunction, it does run in real-time so
that the rate of occurrence of system malfunctions due to
software ''bugs' or imbedded design and implementation errors
can be determined over an operational time period if suffi-
cient data is gathered. It is possible therefore, to speak
of software-caused system malfunctions in terms of equivalent

hardware failures. The term ”SQTtware Reliability" is used

in this work in this manner ... as the reliability figure
which would have been arrived at had the failures been caused

by hardware malfunction. This hardware/software failure




equivalence is not recognized by many researchers, but is i
valid from the total system pefformance viewpoint being %
investigated here. In fact, it is necessary to consider soft- j
ware when determining total system reliability. Assumptions
and approximations which allow computation of hardware and

software reliability using the same measure of reliability

for both are necessary for achieving an optimal total system ;
design. E

Proposed methods of determining a numerical value for

software reliability have fallen into two general categories

(2), time domain and data domain approaches. The data domain

LT T

approaches. The data domain is quitc important from the
software analysis and testing viewpoint in that testing of

various combinations of inputs and tracing through different

o e wr e

paths through a program are our most effective software de-
bugging and validation processes. The time domain gnalysis ¥
of software failure data is a form of system quality assur-
ance which is independent of the system structure and of the i
programmer's judgement, therefore, it provides a form of in-

dependent review of the software quality. From that stand-

point alone, time domain software quality measures are impor-

tant, but they also have the advantage of being in a form

similar to hardware reliability. This allows a reasonable,

if not esthetically pleasing, approach to projecting the over-

all system fai}ure rate.

It is necessary to make some assumptions in order to have

a basis for calculating a 'reliavilicy’ J{lguie iol soliwuare,




For the purpose of this analysis, it will be assumed that each
line of code is a unit and that each unit is equally likely to
fail in a given time period. Obviously, certain segments of a
software system will be better designed, more thoroughly tes-
ted, less complicated, and less failure prone than other seg-
ments. From an overall system viewpoint, however, the assump-
tion of equally reliable lines of code all operating in series
from a relijiability analysis viewpoint, is both workable and
reasonable. The mathematics of hardware reliability may be
directly applied to software if this assumption is made, and
statistics from existing software indicates that longer pro-
grams tend to have more errors.

Perhaps the most troublesome issue involved in treating
hardware and software failures as equivalent events is the
fact that software errors do not recur once they are repaired.
Hardware failures are related to wearout and tend to repeat
themselves on identical units. It is not necessary to become
involved in failure modes to count failures, however, The
fact that software failures are unique and could theoretically
be reduced to zero additional failures after all problems have
been corrected, whereas, hardware problems recur, may be ig-
nored during any finite period of the system's life simply by
putting the two failure phenomena on an equivalent basis,
namely failures per hour during a portion of the steady-state
working life of the system.

Some definitions follow which allow softwarc failure

probability to be modeled in a manner similar to hardware

reliability modeling.
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F(t) Probability Distribution Function

= Probability that a given line of code will have
failed by time 't

Number of failed lines* prior to time t
Total number of lines

R(t) Reliability or Probability of success

= Probability that a given line of code will not
have failed by time 't'.

Number of non-failed lines* prior to time t.
Total number of lines

[
t

f(t) —at - = Failure Density Function

- Number of failed lines/Number of hours
Total number of lines

n(t) Number of never failed lines (number of survivors)
= Total number of lines - Number of failures

N = Total number of lines

The failure density function will be assumed to be expo-
nential. This corresponds to the decrease in the failure
rate experienced as errors are removed from new software.
Also, an equivalent hazard rate, z(t) = X, is chosen and set
equal to a constant, A. The following equations which were

derived for hardware reliability (Shooman) result:

z(t)

1]
>

£(t) = re” 't

*

A line which fails, is repaired, then fails again would
count as two failed lines, so that the F(t) numerator is sim-
ply the total number of failures prior to time, t.




-t

R(t) = e

Although it may be argued that the hazard rate has no
physical meaning for software since the number of surviving
lines remains constant after repair, it is quite useful as a
psuedo-hazard rate which serves as a parameter to establish
the time constant for f(t). Note that for R(t)zl, z(t)=f(t).
This will be the case for good software during the operations
phase of its life.

Since:
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/ £(t)dt
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it is clear that this model implies that every line of code
is expected to eventually fail, just as every hardware compo-
nent is expected to eventually fail. Data from several
sources (<2, 4, 5) indicate that the total number of failures
expected over the life of a software system is only a small
fraction of the total number of lines of code in the system.
Accordingly, an appropriate form for the failure density
function is:

-t

£(t) = K, ] e M AT 4 K, - 6 (=)
(0]
where: O<F1 2 1
0sK, < 1




§(t) dirac delta function

§(=)

]

il

impulse at t = «

This form for the failure density function incorporates the
idea that many lines will never fail, that is, they will fail

at time = ». Schick and Wolver:ton (2) recorded approximately

o o

1200 errors in 65,000 lines of code. This suggests a value !

of Kl of .018 and a value of K2 of .982. The software studied \

by Schick and Wolverton did not have such a simple form for

Ser A g

its failure density curve, but this approach suggests a fail-

ure density curve of the form shown in Figure 1.

k3N T

A range of values for z(t) which corresponds to good to

A

extremely high quality software is needed. Schick and Wolverton

D

(2) report an error rate during the operations phase of a large
software system of .025 errors per 1000 lines of code per week.

-6
This corresponds to .1488 x 10 errors/line/hour. The Bell

T AR Y S e o

Telephone System's Electronic Switching System has proved to

have one of the most reliable software packages for which

= tem -y

recorded data is available. It was designed to have only one
and one-half hours of downtime in forty years. Assuming that
this represents a single failure in forty years for 65,000 ;
lines of code, we get a rough upper bound on software quality

based on previous data of:

Failure Rate = 1 failure
(40 years)(365 days/year)(24 hours/daY)(ss,OOO lines

4 x 10“11 failures/line/hour

Note that the upper bound on system failure rate for the ESS




system under these assumptions is:

1 Failure
(40 years) (365 days/year)(24 hrs/day)

Failure Rate =

- 2.8 x 1076 failures
hr. /65000 lines.

This does not approach 10_9 failures/hour.

Integrated Hardware/Software Functional Model

An investigation into the role of Petri net-like models
as tools to aid in design and analysis of high reliability
systems (14) indicated that a great deal of information can
be obtained by using such graphs for modeling and simulation
of hardware/software systems. The ability of such models to
reflect the performance of both hardware and softward make
them a prime candidate for use as a common language between

hardware and software professionals. It was clearly deter-

mined that co-ordination of parallel events such as must occur

when multiple processors and systems incorporating redundant
hardware or software are simulated or analyzed can be handled
by Petri net-like models.

A Graphic Model of Behavior (14) simulation model of a

microprocessor was developed early in this project. This

model simulates the timing and functions of the hardware during

the execution of assembly language instructions, and as such

represents a subgraph of the software model. This model in-

cludes the information present on a hardwara timing diagram and

incorporates a data graph which represents the data on the

microprocessor pins. A similar model could be obtained for any

™ X
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computer system.

The results in this study are based on the time domain
software reliability model developed in the previous section,
but a few conclusions regarding Petri net-like models may be
drawn. Such graphs are more useful for simulation and perform-
ance analysis than for the reliability analysis of existing
hardware/sofiware systems. They could also be useful in op-
timizing the reliability of a system being designed if ~intro-
duced prior to the choice of the hardware/software boundary.
Their application to complete system modeling (hardware and
software) is quite feasible, but results in a very detailed

simulation. Levels of abstraction are needed.

Effects of Incorporating Software Redundancy

Assuming that extremely high reliability is required for
a system, two alternatives present themselves:
1. Use modern software design, development, and vali-
dation procedures to improve the per line failure
rate of software (15)

2. Incorporate redundancy in the software system then
improve the overall system reliability.

Since additional experience is required to quantify the ef-
fects of making maximum use of modern software development
tools, the effects of software redundancy are investigated
here. Obviously, such an alternative is cost effective only
if the penalty for a single software failure is extremely high.
To evaluate the general range of software reliability
which could be expected from a non-redundant and from a triple-
modular-redundant software avionic system, a hypothetical

100,000 line system was broken into modules which ranged in




11

length from one line per module to 10,000 lines per module.
The psuedo-hazard rate for each line was varied from 9.52 x
1076 failures/line/hour to 1.16 x 10712 failures/line/hour,
and the reliability of each module was calculated by assuming
that all lines are in series from a reliability analysis
standpoint. For an N line module which has hazard rate of gz
errors/line per hour, the hazard rate for the module is N-Z,

-N-Zt

and the reliability of the module is R(t) = e If three

software modules are designed and developed for the same soft-
ware specification, then connected to a 2-out-of-3 voter, the
reliability (10) of the TMR module is R2(3—2R). The overall
system reliability is obtained by treating all modules as if
they were in series from a reliability analysis viewpoint.

The system reliability is therefore the reliability of one
module, whether redundant or not, raised to an integer power
equal to the number of modules. These equations appear in the

Fortran programs in Figures 7 and 8. The variables in the pro-
gram are defined in Table 19.

Figure 2 shows the probability of failure as a function
of the failure rate per line for a hypothetical system which
consists of 100,000 lines of non-redundant code. The non-re-
dundant curve shows that even with per line reliability equiv-

alent to the ESS system (= 10-11

failures/line/hour), the sys-
tem reliability is only approximately 10—6 failures per hour.
This, of course, is far below the quality of ultra-reliable
avionic computer hardware (10_9 failures/hour). Clearly,

either improved software quality on a per line basis or soft-

ware redundancy is required to achieve software system proba-

LAk
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bility of failure in the neighborhood of 10“9/hour.

The other three curves represent total software system
reliability assuming that each module is triple redundant.
Various module lengths are used, but the 100 line/module curve
is near the appropriate length for most software modules. It
would probably prove more practical to design redundancy into

software on the basis of much larger system subsets, however.

The range of per line reliability required to achieve a total

9

software system reliability in the neighborhood of 10~ fail-

2 to 1078 fail-

ures/hour is seen to be from approximately 10~
ures/line/hour. This level of software quality has already
been achieved, therefore, one conclusion which can be drawn
from this graph is that an overall software system reliability
of 10_9 failures/hour can be achieved if the cost of develop-
ing triple modular redundant software can be accepted, and if
the design specification from which all three independent
software teams work can be assumed to be perfect. This last
assumption is a little difficult to defend.

It may also be observed from Figure 2 that the triple-
modular-redundant system reliability improves as the length of
each module is decreased. This result is analogous to the
higher system reliability (Shooman) achieved by component re-

dundancy versus system redundancy for hardware systems. It

is certainly absurd to consider software redundancy on a per
line basis, however, even though this appears to be the opti-
mum strategy according to Figure 2. The reasonable conclusion
is that if redundancy is employed for software, the length of

the code in a redundant unit should be as short as possible




consistent with retaining the independence of the software
design and development teams. Redundant units with lengths
between 100 lines and 10,000 lines, depending on the system,
appear useful.

Figures 3 and 4 show the reliability of a single module
with no software redundancy and with TMR respectively. The
obvious information here is that module reliability improves
as module length decreases. The quantitative information

shows that, for instance, a 10,000 line module (or complete

9 5

program) with a failure/line/hour of 10 ~ will result in 10
failures per line per hour for the module with no redundancy.

For an equivalent TMR system with the same failure/line/hour,

a 10,000 line TMR module is seen to exhibit better than a 10-9

system reliability. For a 10,000 line system with system, not
module, redundancy, this would meet the avionic hardware re-
liability standards. Figure 5 also shows that module length
does not affect system reliability for non-redundant code
under the assumptions of this study. That it is impossible
to achieve high quality software with excessively long or ex-
cessively short modules has been amply documented elsewhere.
Figure 6 shows that even for non-redundant software, a long
module is less reliable than a short module, simply because
each line of code adds another component which may fail.
Figures 5 and 6 repeat the information in Figures 2, 3,
and 4 in a different form. The independent variable here is
module length and the various curves represent various per
line failure rates. Once again, it is seen that ignoring the

very real problem of maintaining program team independence
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when redundant code segments become short, many short TMR

modules result in higher system reliability than a few long

TMR modules.

Conclusions

1. Hardware and software are in series for reliability anal-
¥Sis purposes.

2. Software has been assumed to have R=1 for ultra reliable
digital system design. m

3. Time domain software measures are independent of the pro-
grammer's judgement, therefore are a form of independent
review and are valid as a software quality measure.

4. Although time domain software measures are difficult to
apply as predictors of reliability for a particular sys-
tem, they are quite useful for an assessment of what has
been achieved and what can be achieved when we look back
at data gathered over the life span of existing systems.

5. The assumption that each line of code in a software sys-
tem is equally likely to fail has some reliability model-
ing validity from both the evidence of empirical data and
from the viewpoint of abstraction of stochastic events.

6. Hardware and software failures may be treated as equiva-
lent from a reliability viewpoint if the basis for com-
puting reliability is a simple count of all system fail-
ures.

7. A credible failure density function for a single line of
software is a weighted exponential with a weighted impulse
at t=w«., The impulse at infinity will carry most of the
failure probability.

8. The range of failures/line/hour for previgus software in-
cludes at least the range of 10-7 to 10-11,

9. The upper 1limit of software reliability which can be
achieved using modern software design and development
methodology remains to be determined.

10. Even the best software nreviously developed, may not
measure up to the 10-Y failures/hour needed for avionic
systems.

11. Triple Modular Redundant software, though more expensive,

can yield system reliability in the 1077 range with soft-
ware which is no better on a per-line basis than that




which has been previously documented.

Redundancy involving many small software modules yields
higher reliability than redundancy involving a few large
modules. This effect is limited by the inability to
retain design independence for various software teams
when the size of redundant modules becomes small.
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Probability of Failure for Single TMR Module (per hour)
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ALINES=L

G0 70 200

ALTRES=!

g &
3
-4
>
3
a

[

T -
[ =4

[ 25}

i r

oo

(&, )

A G I>» C
~— oo
-4
[ =]

"D
053

60 1O 200
ALINZS=1000
60 70 280
ALIHES=5000
66 70 260
ALINES=10000

Fu\nﬁT {, i1y FHIL/LI”:’ 'y HOHRED RELIEZHDD 'y
THR RELIE/KOD y! STEW RELIE 'y

' RONREDLN SYS PELIE '1'EE’109K/¥D'1' NUHEDD ')

00 1 I=1,14

ELARDA=EL NI ZALIHES

PROG=DEXF (-ELARDA)

RINOD=FROEZFROER(, 301~ 201 FROE)
ARURKED=1,6DS/ALTHES

RHONRD=PROSXTANLEAD

ESYS=R1KTDALAHIUMHD

SzRRi0= (ELANDA/ALINES) 21.00522,30153.0C01

P1=,1D1-FROE

Ri=.1D1-F1K0D

FS=,1D1-R5YS

kN= 1D1-RATNRD

RRITECT o LDROELANLoF LR LRGSR SERRED, ARIMND

FORAAT(IX,S028.149201C,2)

ELAN=ELANIX, 2001

CONTTIUE

CONTINUE

5T0P

END

Figure 7. Fortran Program for Calculating Failure
Rates in Tables 1 through 9.
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DOUSLE PRECISICN ELANDAs PROBsRINCDsRSYSsANUMMD,SERENO/ALINES +RNONRD
DCUBLE FRECISION PL:R1,4KSsRN

D0 2 J=149

ELANE=3,72D-4/2,5D1

ELAKI=ELAKL/1,22D5

GO TO (10,20530+30+30,60:78+50+90) 4

ALINES=1

G0 10 200

ALINES=10

60 10 200

ALINES=25

60 10 208

ALINES=50

60 70 200

ALINES=180

60 T 200
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60 T3 200

ALTHES=1000
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ALINES=3080

G0 TO 280
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60 10 2086

NRITE(7,101)

FORNAT(1Xs///y! FATL/LINE/HR 's' NOHRED RELIR/MDD *»
' TR RELIB/MOD Yy! SYSTEN RELIR 'y
' KONREDUN SYS RELIE 's'ER/IOCK/MO'»' HUNMGD /)
Do 1 I=1,14 -
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Pi=.,1D1-PROB
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WRITE(7+100)ELANLsP1sR1sRSsRNsSERRND » ANLMND
FORMAT(1X,5D21,14,2010.2)
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CONTINUE

CONTINUE

5T0P

END

Figure 8. Fortran Program for Calculating Failure
Rates for Tables 10 through 18.
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Table 19. Variables used in Fortran Programs
Listed in Figures 7 and 8.

ELAML
ALINES

ELAMDA
PROB
R1MOD
ANUMMD

RNONRD

RSYS

SERRMO

P1

R1

RS

Variab

le Definition

Number of software Failures/Line/Hour

Number of lines/module

Number of software failures/module/hour

Reliability of one non-redundant module

Reliability of one TMR module

Number of modules in the program

Reliability of non-redundant system

Reliability of redundant system

Expected number of software errors per

month

Probability of Failure
redundant module

Probability of Failure
module

Probability of Failure
system

Probability of Failure
system

of one non-

of one TMR

of redundant

of non-redundant







